Introduction
Russia-EU relations encompass a broad spectrum of issues across multiple levels of interaction, evidencing a mature and dense relationship between the two neighbours. Security issues remain one area where relations have encountered greater challenges, reflecting an evolving understanding of security matters, as well as the distinct nature of both actors. In this chapter, we advance a broad understanding of security as necessary to address the many aspects that the EU and Russia have defined as relevant in their perceptions of and interactions with each other.
Although many of these security dimensions are not new, as they were already developed in the context of the Helsinki Process in the 1970s, they acquire new relevance depending on the interactions between both actors and the broader regional and international context. We argue therefore that there is no linearity in the assessment of Russia-EU security relations. On the one hand, we can see both cooperative and uncooperative behaviours coexisting in the same period of time across different issues. On the other hand, within one same issue we can also see evolving patterns of relations across time. This suggests that Russia-EU security relations, particularly in the wider European context, remain largely dependent on domestic factors, including the 2 specificities of decision-making of each actor, as well as on external factors, particularly regional dynamics in the post-Soviet space and great Middle East, and relations with the United States (US).
This chapter addresses EU member states policies only when relevant to understand EU policy making.
The chapter starts with a mapping exercise, identifying the many issues covered by the spectrum of security relations between the EU and Russia. It addresses the main academic views on the topic, including those from different theoretical traditions, as well as the priorities established by the two actors. This literature varies considerably in its assessment of the elements structuring these relations, as well as of the achievements reached. Authors addressing energy security, for instance might underline how both actors have managed to develop a system where mutually beneficial relations were established, despite the difficulties being experienced since the gas crisis of 2006 in Ukraine. However, authors dealing with security in the shared neighbourhood have put forward a dismay picture of uncooperative behaviour and competition, which has resulted in an unprecedented level of insecurity since the Cold War. Nuclear issues have also been an area where both the EU and Russia have cooperated, in order to bring about denuclearization both regionally in Europe and globally, as the joint efforts in the Iranian nuclear deal illustrate. They have, nevertheless, sponsored opposing views of the elements needed to assure societal security in their respective societies. This complex picture seems to suggest that different understandings have been favoured at different points in time, depending on a series of factors.
The chapter then engages more directly with the ways in which issues have been placed on the bilateral EU-Russia security agenda, and how the different policy documents and options have addressed these varying priorities. We identify major tensions in the bilateral security agenda, including divisions over the US global interventionist policies following 9/11, suspicion over the 3 colour revolutions in the post-Soviet space, the North Atlantic Treaty Organization (NATO) enlargement policy, Kosovo, and Russia's military intervention in Georgia and in Ukraine among others. Many of these issues evidence the strong impact that the regional and global context bears on these relations. Finally, the chapter discusses future challenges regarding cooperative and uncooperative trends in Russia-EU security relations, including issues on cyber security, hybrid warfare and popular mobilisation, in a context of tensions over Ukraine and uncertainty at home.
Mapping the field: security issues in EU-Russia relations
Security remains one of the most complex and contested concepts in International Relations, especially due to the continuous enlarging of its scope and meaning. Security no longer relates exclusively to national (state) security and has come to include other referent objects (individuals, communities, multinational corporations, the environment). It is no longer assured mainly by military means, since the threats to security have grown more complex, as have the number of issues considered relevant for security (Buzan, Waever, de Wilde, 1997) . EU-Russia security relations are not an exception to this evolving field of study. An analysis of the historical development of Russia's and EU's security policies evidences largely distinct starting points and frameworks of reference, but also a trend towards approximation and complexification of each actor's security policies.
For the EU developing a common security policy has been a complex process, due to the unique features of its supranational integration. Peace and security through functional cooperation and dialogue have resulted in important security gains for EU member states and for countries in the EU's neighbouring regions, namely those dealing with conflicts and which have been granted membership perspectives (Diez, Stetter and Albert, 2006; Bremberg, 2015) . The EU has thus 4 advanced a normative conception of regional security based on the principles enshrined in EU founding treaties, including liberal democracy, human rights, the rule of law and market economies. The EU's late development of integrated mechanisms to manage military capabilities and increased spending in defence cooperation through Permanent Structured Cooperation (PESCO), followed this historically-placed emphasis of its security policies on normative and economic means. The promotion of a norms-based international order constitutes the European Union's main contribution to European security (Manners, 2002; Tèlo, 2011 ).
Russia's security approach in the 1990s was very much focused on internal threats arising from 'economic decline, instability and societal problems' (Lomagin, 2016, 127; see also Military Doctrine, 1993; National Security Concept, 1997) , and external challenges to Russian security were to be addressed in '"partnership" with the West', allowing a focus on non-military security (ibid). The Russian Federation's territorial integrity as well as the ability of the state structures to safeguard national institutions, including economic and financial ones, were major concerns (Clark and Graham, 1995; Stepanov, 2000) . A further issue that was rather prominent during the 1990s was management (or rather the mismanagement) of the military arsenal of the former Soviet Union, including its nuclear facilities (Booth, 1992; Graham, 1996) . Nuclear security was also on the agenda well into the early 2000s regarding non-proliferation issues and Russia's important role in this regard, as well as the potential links between nuclear weapons and terrorism (Bunn, 2005) .
For most of this period, the EU was not a privileged interlocutor with Moscow for military issues, but rather the US and leading European powers, like France and the United Kingdom. The EU became increasingly relevant in financial and economic issues, especially as the 1990s advanced and a new Partnership and Cooperation Agreement between the two partners came into force in 1997.
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The 2000s brought a change in Russia's political leadership with Vladimir Putin coming to power and developments in Russia's relations with the West that prompted a revision of Moscow's security policy. The wars in Yugoslavia and NATO's intervention in 1999, the ongoing Chechen wars, lack of agreement with the West on offensive and defensive weapons, the Iraq war and later projects such as the US defence missile shield and the antagonising issue of NATO enlargement, all set the stage for the development of a more independent and self-assuring security policy that would reflect Russia's status as a great power, accompanied by the means to face domestic and external threats. The focus on the internal-external security nexus has remained central in Russian security policy, and non-traditional security issues have featured on the agenda despite Moscow's traditional national security concerns very much focused on preserving its sovereignty, and its focus on military means as a source of power projection, as seen in Georgia (2008), and more recently Ukraine (2014) and Syria (2015) (Freire and Heller, 2018; Mearsheimer, 2014) . In this context, discussions on the level of Russia and the EU partnership became prominent (Timmins, 2002) , namely due to their divergent identities and self/mutual perceptions (Ispa-Landa, 2003; Diez, 2004) . The inability to renegotiate a new framework agreement with the EU since 2007 and the consequences of the war in Ukraine (2014 to present), including the imposition of sanctions, have rendered discussion on security matters between these two parties even more complex, particularly regarding the so-called third common space, of external security. In this setting a major issue in the literature dealing with EU-Russia security relations has been the impact of the EU's enlargement and neighbourhood policies on Russia's regional strategic interests and its self-perception as a regional and global power (Freire, 2018a; O'Brennan, 2006; Averre, 2005; Light and White, 2000) . The overlapping neighbourhood has grown into an area of high intensity confrontation between the two actors, as evidenced in Georgia (2003 and 2008) and Ukraine (2004 and . The critical geopolitical readings of the shared space between Russia and the EU and the distinctive narratives constructed demonstrate how relevant the overlapping neighbourhood is in EU-Russia security relations. The heterogeneity and agency that is recognised to the states in the common neighbourhood of the EU and Russia, along with the interplay of perceptions (including ontological security approaches), have been identified as most relevant to understand and interpret EU-Russia security relations in their neighbourhood (Browning, 2018; Svarin, 2016; Smith, 2016; Rieker and Gjerde, 2016; Pop, 2016; Dias, 2013; Simão, 2011) .
Energy security also gradually made its way onto the common EU-Russia agenda, especially as a reflection of the important political role ascribed to energy development in Vladimir Putin's foreign policy. However, the different contexts in the EU and Russia where energy policies have been developing paved the way for difficulties in finding agreement over a common energy policy (Locatelli, 2013; Talseth, 2017) . Some authors even argue that in the process the EU revealed incapable of defining a unified policy and speaking at one voice in energy-related matters (Kuzemko, 2014) . This meant that only with a regulatory framework reflecting all stakeholders' interests and a fair distribution of risks it would be possible to assure predictability in energy relations between these actors (Kaveshnikov, 2010; Van Der Meulen, 2009 ). The energy crises involving Ukraine in 2006 and 2009 disrupted gas supplies from Russia to the EU transiting through Ukraine due to lack of agreement on the new prices for gas supplies from Russia to 7 Ukraine. Authors addressing these issues underlined the risks associated to Moscow's political use of energy, as a tool for leverage over the post-Soviet countries (Helén, 2010) , with Nygren (2008) defining the policy's two main strategies as the 'tap weapon' and the 'transit weapon'. The negative impacts on Russia's credibility as an energy supplier to the EU were immediately visible, leading the Union to look for diversification strategies. These same dynamics became present in Russia's policy of diversification. Moreover, asymmetrical interdependence would highlight the fragility of one of the parties whereas conferring added leverage to the other (Krickovic, 2015) , leading to the need to redefine policy goals. Nevertheless, Milatschew (2012) makes the case that in its relations with the EU, Russia's power only affects cooperation between these two actors in a marginal way, contrary to what is often argued. In this same critical line, Lukáš Tichý and Petr Kratochvíl (2014) add that the narratives implied in energy security integration, liberalisation and diversification show a more complex picture than the usual cooperation/confrontation binary analysis (see also .
The normative dimensions of security have also remained an important element in analyses of EU-Russia relations (Sakwa, 2017; Haukkala, 2010) . The contestation to the liberal regimes in Western Europe, which is increasingly visible in Russia Freire, 2018b; Jankovski, 2017) , but also inside the European countries with the rise of radical political parties, has been addressed as a potential security issue on the common agenda. If democracy and free market economies are a central part of the Union's self-perceived role in stabilising Europe, the undermining of these principles, namely since the financial crisis of 2008, pose significant challenges to the EU's central role in providing for European security. Derek Averre (2016) claims that a security governance framework helps in explaining how EU-Russia relations have developed, particularly considering Russia's revisionism of the western order and criticism of its 8 institutional arrangements, which has had a clear impact on readings about security in the wider Europe, with the case of Ukraine illustrating this dynamic process.
Russia has also increasingly perceived the importance of addressing the normative and soft dimensions of power, articulating an alternative vision to Western leadership, based on multipolarity and conservative values. Although initially multipolarity included the EU as an alternative pole of power to the US, several authors have highlighted the disappointment in Moscow regarding the inability of the EU to balance US global interventionist policies and to defend principles of international law (Makarychev and Morozov, 2011; Tsygankov, 2011) .
Despite a similar normative rhetoric, the meanings attributed by the two actors to norms and their role in providing for security varies considerably. According to some authors, this has prevented the development of a multilateral setting for security issues (Fernandes, 2011) . The definition of Russia in the European security architecture as 'an object of security', as argued by Diesen (2017a) contributes to exacerbate a collision trajectory based on a zero-sum game. According to the author, this is linked to the development of the EU and NATO as 'inter-democratic security institutions', which Russia has been reading as following an antagonistic path. The issue of NATO enlargement has been in the agenda for a long time, with Russia understanding the further extension of the Atlantic Alliance as a major external threat to its security. In this context, Russia has been pursuing a selective approach in its relations with the EU that became both cooperative and competitive in its nature (Kropatcheva, 2012) . The images of national identity, honour, international power and global role, although shared by both authors as important elements, articulate largely different images of international politics and its development (Tsygankov, 2014; Nitoiu, 2017; Diesen, 2017b) . 
Security challenges to EU-Russia relations in a regional and global setting
The European 'security architecture' has evolved around the central role of NATO, the marginal role of the Organization for Security and Cooperation in Europe (OSCE) and a limited contribution from the EU. In the process the NATO-Russia Council was established in 2002 (replacing the 1997 Permanent Joint Council), but Russia never considered itself fully integrated in the European security system (de Haas, 2010; Kortunov, 2016; Lavrov, 2018) . Moreover, the structural policies of regional integration, namely NATO and EU enlargements and the development of the EU Neighbourhood Policy have, nevertheless, remained largely disarticulated from EU discourse on security. 'Civilian power Europe' (Bull, 1982; Stavridis, 2001; Tèlo, 2006) This analysis evidences how Russia is simultaneously a security concern for the EU and other European actors and is a security actor in its own terms. Moscow's policies have reflected this dual status and have incorporated the effects of these external perceptions. Russia's conceptualisation of security has maintained a strong focus on military issues and national security, gradually incorporating other strategic dimensions, including energy, food, and environmental There are valid reasons for Russia to be invested in the materialization of a new more inclusive European security regime, where Russia would have voice, vote and veto, and which would be based on shared principles of sovereignty and respect for the territorial integrity of states, 12 as core norms binding the parties into the common framework proposed. However, difficulties remain in finding a balance between the current contested order and new proposals to reshape it.
The Ukraine conflict and the annexation of Crimea questioned the very foundations of the security regime Russia has been promoting, given the violation of the very basic principles that were at the core of this security order. The end-result has not only been the imposition of sanctions, but also contradictory dynamics regarding Russia's inclusion in the European security system. It is a formal part of this architecture, but it is not a member of the institutions that have come to dominate the management of European security, namely NATO and the EU. The annexation of Crimea and the crisis in Ukraine represent a definitive shift with regard to Russia's position in the European security order, distancing Moscow from agreed norms and shared principles, including on border regimes. Regionalism, in the shape of traditional spheres of influence, seems to be back and it is informing the erosion of the European security regime.
Since the Ukrainian crisis began in 2013, the management of security relations between the EU, including its member states, and Russia has sharply deteriorated. This crisis also illustrates rather well how EU-Russia security relations are exposed to regional and global dynamics. US policies towards Russia and European security more broadly have been major factors, shaping the approximation of both actors (as was partly the case with the US decision to invade Iraq in 2003) (Gordon and Shapiro, 2004) , or further setting them apart, as was the case with Kosovo's unilateral declaration of independence, in 2008 (Antonenko, 2017) . US policies of global intervention, which became particularly active after 9/11, have been at the heart of Russian criticisms, as famously voiced by President Putin in Munich in 2007 (Putin, 2007) . Calls for the EU to distance itself from these policies have only marginally led to a more fruitful dialogue between Moscow and Brussels.
Regional dynamics further impact on this relation, as illustrated by the management of the Iranian 13 nuclear programme. Russia has remained a crucial element on this issue, both as a supplier of nuclear technology to Iran and as a critical element in the negotiations (Omelicheva, 2012) . In fact, as the Trump administration decided to withdraw from the Nuclear deal with Iran and restate the sanctions regime, Russia-EU relations have found new ground on which to improve (Viscusi and Meyer, 2018; Thomson and Kulesa, 2017 . Despite the positive alignment of interests on Iran, EURussia relations remain divergent regarding the Astana process over Syria, which is managed by Russia, Turkey and Iran, without EU or US participation, and remain divergent regarding the implementation of the Minsk Agreements over Ukraine.
Looking ahead: EU-Russia security challenges
Delinking the regional dimension of security in EU-Russia relations from the more global context where relations take place is difficult. In fact, the regional challenges relate to the narratives associated to the 'shared' neighbourhood which have become increasingly antagonistic, or to counter-terrorism activities, which have provided ground for closer collaboration, mingle with the role of other players and spaces such as the US, Turkey or even China. This means that the internalexternal nexus applies both to security readings within the EU and Russia and to those regarding their relationship. Challenges at the structural level will remain with the redefinition of the European security order providing ground for competitive and cooperative relations. Transnational threats to security coming from criminal organisations, cyber-security threats or terrorist groups, with a transnational dimension, will keep adding to the security challenges these players face. At the actor's level, overcoming the mistrust, even in face of a military build-up scenario and hostile discourse, and reaching the political conditions for the normalization of relations will remain on the agenda. These points to the fact that the security challenges ahead might bring in new 14 dimensions, but in essence they are not new. The way cyber-security, propaganda and fake news, and new-armaments' development have made it to EU-Russia relations poses new challenges not so much in their novelty, but more regarding the need for sophisticated answers that these technological changes require, as visible for example in the creation by Russia and the EU of active responsive bodies to propaganda.
The ways forward are, however, not bright. An attempt to reinstate the old status quo through a 'reset-type' exercise would be insufficient in face of the inadequacy of this very old order that revealed to be limited. 'Moscow's answer to the EU's mantra, [that] "there is no return to the business as usual for Russia" is: we do not want business as usual' (Romanova, 2016) . A deeper reassessment needs, therefore, to be made. Starting anew might mean the need for the joint definition of policies and actions, and joint monitoring of results -i.e. co-ownership of decisions and processes. The recognition that security and integration mean different things to Russia and the West must be at the basis of the identification of the structural causes that need to be tackled. Ad hoc and small-scale initiatives might ease tensions, but they will not solve crystalized differentials. For these, confidence-building measures and constructive dialogue need to be built from scratch. Moreover, engaging 'constructively with geopolitics through gradual and selective economic cooperation with the Eurasian Economic Union and by preparing the way for a robust diplomatic process on European security with Russia' (Koenig, 2016 , 1) might prove useful in overcoming opposing narratives, policies and actions whereas providing ground for the sharing of security approaches in EU-Russia relations.
A major challenge to these potentially positive steps remain the domestic dynamics both within the EU and its member states and in Russia. The incorporation of domestic dynamics into the analysis is fundamental, in order to account for intra-EU pressures for greater military investment, which have been largely legitimised as a response to a perceived revisionist-Russian stance (Nielsen, 2017) . Moreover, pressures on the EU's democratic institutions and the election of extremist parties have been interlinked with accusations of Russian interference in domestic political processes, raising tension over a new field of perceived insecurity in EU-Russia relations (Dobrokhotov, 2017) . The ways in which the Russian regime will manage the pressures associated with the economic and political impact of the existing sanctions regime and the future of Russia after Putin remain important challenges to EU-Russia security relations. Overcoming mistrust and addressing the important issues on the common security agenda will require a reassessment of Russia's current role as a major threat to EU member states, as well as a new assessment in Moscow of the role of the former Soviet space in its regional and global affirmation strategies.
